John Wayne Society:  Preparedness or Paranoia?

September 1st, 2005, 12:30 AM.  As we approached New Orleans, we could tell we were witnessing something extraordinary.  This major U.S. city lay in darkness only hours after a severe hurricane struck.  Levees had failed, thousands were left to fend for themselves within a crippled infrastructure and flood waters were rising at alarming rates.  Communication among emergency responders and between the remaining citizens of New Orleans was practically non-existent. It was a scene out of a war zone in a third world country.  In the light of day, we were able to see just how bad it really was.  The Hyatt Hotel, where we were deployed to assist the city government, was a shambles.  The Superdome, right next door, was beyond description, filled with people in the depths of human despair.  The leadership of the city was without any means of communication, other than by word-of-mouth or courier.  We now understood the definition of the word “disaster”.
It seems unimaginable that an American city in the 21st century could be brought to its knees by one storm, but one only has to look as far as New Orleans to realize this country will never be able to prepare for every crisis - even the ones we can see coming from miles away.  For years experts have studied the potential impact a major hurricane could have on the flood-prone city of New Orleans.  As recently as 2005, the very year of Katrina, Rita and Wilma, the “Hurricane Pam” exercise was conducted.  This exercise predicted nearly everything which actually did occur in New Orleans.  Yet, even with advance warning of Katrina’s arrival, they government was unable to mount a completely effective response.  

This calamity should serve as a wake-up-call to the potential disasters currently threatening the well-being of our largest cities.  Consider the consequences of a major earthquake striking the middle of San Francisco, a dirty bomb exploding in midtown Manhattan or an outbreak of the Avian Flu in Chicago.  Now consider one of these disasters and ponder the outcome if the entire emergency response mechanism happened as it did in the wake of Katrina.  The probable end result: deaths by the thousands, perhaps millions, a panic among survivors in and around the affected areas and the crippling of local, domestic and even global economies.  
In the coming weeks, as we prepare for Hurricane Season 2008, our nation will once again be barraged with sobering images of Hurricane Katrina.  Ironically, even two-plus years after this “life-changing” event, we have done little to actually change the way we live our lives.  Amazingly, even New Orleans has recently stated publicly that “there is still much work to be done” for them to be prepared for even a lesser storm than Katrina.

So, why is this important to today’s retailer?  Consider that the retail trade accounts for about 12 percent of all business establishments in the United States.  The retail industry also accounts for about 11.5 percent of U.S. employment, with annual retail employment averaging around 15 million people.  This author suggests that this problem of preparedness is not only important to the retail community, it’s a critical issue of responsibility.

In the context of preparedness, the only way to ensure the safety of the public – a significant percentage of which are retail employees – is through public / private partnerships.  In fact, the Federal Government, through the Department of Homeland Security actively encourages such partnerships.   For the retailer, this could mean the adoption of an emergency planning doctrine, not just for the stores themselves, but for every employee.  Moreover, the partnership approach should extend beyond the employees to the community which supports the retailer.   Much like the “Have You Seen Me” campaigns for missing children, this partnership in preparedness should become a social imperative.

Many of us are hesitant to take that leap of responsibility because, as a society, we suffer from an intrinsic “John Wayne Syndrome.” The “condition” causes us to view taking steps to prepare for a possible disaster as a symptom of paranoia, scared that an admission of the dangers “out there” will be perceived as an admission of fear.  For example, in a recent survey conducted by Mason-Dixon, forty-seven percent (47%) of the 1,100 households surveyed (from Maine to Texas) said they have no storm emergency plan, twenty six percent (26%) said they have no plans to make any plans and fourteen percent (14%) said should a hurricane hit they would not leave, come hell or high water.  These are your employees!  Frightening statistics, to say the least.

We must face the reality that, in today’s uncertain world, what used to be dubbed “paranoia” should now be known – and accepted - as “preparedness.”  This single action is the ultimate defense against vulnerability and it starts at the most basic level – in individual homes and workplaces. 

Most major retailers (should) have a Disaster Recovery Plan (DRP) to ensure that the systems which support the business can be restored after a disaster.  Many will have Business Continuity Plans (BCP) also.  This BCP should address how a company will resume essential functions after a disaster.  But, do these plans extend to the employees in the local stores and / or distribution centers?   Shouldn’t they?   These people are, in many cases, elements of the response and recovery fabric of the communities they live in.  In any given employee population, there will be members of the National Guard, Volunteer Firefighters, EMT’s, Citizens Emergency Response Team members, etcetera.   So, then, isn’t it imperative for a retail employer to plan for a situation in which the people that they count on to generate revenue for them are either victims or responders? Establishing a well-designed awareness and preparedness program, well in advance of a disaster, just makes good business sense.

Unfortunately,  many of those responsible for developing  disaster preparedness, business continuity and emergency response plans have never lived through such an event, so do not realize that much of what is currently written in those plans is questionable and other elements of them are just plain wrong.  When major events occur, reality hits hard and fast.  Additionally, many organizations currently do not have plans or capabilities to help them respond to their remotely-based employees in the immediate aftermath of a crisis, or are too reliant on communications networks that are likely to be destroyed or damaged in the situation.
Further, many organizations are relying on people who may not be capable - psychologically or geographically - to assist in responding to a crisis situation. Many of the public and private sector “first responders” will be focused on saving their families in these situations.  Remember, in many cases, these people are your employees.

According to a recent study conducted by Johns Hopkins University Center for Public Health Preparedness, as many as 42% of healthcare workers have indicated that they would not “show up” in the event of a pandemic.  Their absence won’t be a function of their level of commitment; rather it becomes human nature to protect family first.  In developing a realistic response mechanism, organizations need to plan with the assumption that a large number of those who are usually considered key employees will not be there.

As previously stated, another important link in the chain of response is that of connecting public sector organizations to private sector partners.  Every disaster event is first and foremost a local event.  As such, corporations and government are obligated to their employees and constituents to work together, as a community.  This spirit of cooperation between government and business proved to be very beneficial in the New Orleans and Gulf Coast response, but more as a reactionary force than a pre-planned initiative.  Just as government agencies have Mutual Assistance and Emergency Management Assistance Compacts, formal agreements and plans should be developed between local governments and retailers, telecommunications companies, energy companies, food suppliers, pharmacies and others.  

Clearly, the entire emergency response community; from business leaders to law enforcement to military to infrastructure experts must turn the spotlight on themselves and conduct a Katrina post-mortem. Specifically, government agencies responsible for the welfare of its citizens, and CEO’s of corporations responsible to employees, customers and shareholders, need to immediately reevaluate everything concerning emergency planning and disaster preparedness.  These audits will find many organizations are woefully unprepared to deal with this level of disaster response.  While some organizations have begun such activities, there is still much to do.  
The best part is how simple it really is to develop a preparedness program.  It begins with some basic questions about our environments - where do we live and work? What natural or man-made disasters are most likely to occur in our areas?  Individual preparation will differ in some aspects, based upon the risks associated with one’s particular environment, but the concept of preparedness doesn’t change.  For example, in San Francisco, a plan should include keeping clothing and sturdy shoes in a plastic bag, tied to the foot of the bed.  This will ensure that, in the event of an earthquake, they’re easily found.  In New Orleans, keeping emergency items in a water-proof container is recommended, so as to be prepared for flooding.   But remember that hurricanes are the only disaster that can be seen coming.   Plans should consider the “All Hazards” concept of preparedness.   

Strangely, in his 2009 Budget, President Bush actually decreased funding for the Emergency Management Performance Grants (EMPG)  These are the very funds that State and Local Emergency Managers depend on to ensure appropriate training and tools are available for Preparedness.  This reinforces the importance of public/private partnerships in this space.  For better or worse, many retailers actually see financial benefits from disasters or the threat of disaster.  Plywood, emergency supplies, batteries, water, gasoline – people tend to stock up on these items.  So, is it not reasonable to expect those same retailers to allocate budget for reinvestment in the community in the form of preparedness programs?
Despite the seemingly dire statements in this article, the situation is not hopeless.  There are steps that the public and private sector can take immediately to make their organizations more disaster resilient.  While we can’t prevent most crises from occurring, we can prepare adequately by making communications the centerpiece of any disaster response mechanism. If you cannot communicate, you cannot command.
This is worth repeating: Communications is key to control in disaster response.  The inability to communicate equates to a relinquishing of that control.  Cell phones and radios depend on towers which may not be there.  Large phone systems depend on power, and most have limited battery backup systems.  None of them will function if severely damaged by wind, water, rubble or explosions.   Communication is not only about the technology, but, as importantly, the process.  As an employer, retail companies should have well understood plans for communicating with and accounting for employees.  Not just in the corporate office, but in the stores.   Your employees will want to know what’s happening with their jobs.  It is the responsible employer who communicates with their employees, and it takes a level of stress and concern away from people who may have much more to deal with.

What Steps Should be Taken?
For the Enterprise

Organizations should have a “ready response” initiative in place that will enable them to communicate and respond immediately following a disaster. Ready response could entail pre-staging essential communications equipment, durable mobile communications vehicles, call centers and disaster recovery sites outside the impacted geographic area, mobile command centers and physical security to protect physical assets. The next critical step is to choose the key people, and their alternates, to implement the plan.  Take appropriate steps to ensure that they understand their roles and responsibilities in advance.
Organizations should also have a well –written and well-exercised DRP and BCP.  Standards such as CobIT, ISO 17799, NFPA 1600 and others are excellent, proven guidelines for such plans.  This author suggests that those plans should be aligned with frameworks such as the National Response Framework, the National Incident Management System and the National Critical Infrastructure Protection Plan, as well.  I suggest that because, in an incident of national significance, your facilities, employees, distribution systems and infrastructure may become an integral part of a broad-based response effort.
For the Individual

Develop an emergency plan, make sure that everyone in your family knows about it an practices it.  No matter what the disaster, the most basic element of planning is to agree on at least two places for families to meet in the event that one’s home becomes unsafe.   Develop a solid communications plan – in many cases, it will actually be easier to call long distance than locally.  Have a coordination point outside of your local area that family members can contact.  Perhaps you, the retail employer, can help this process by establishing your own “Information Call Center” to coordinate communications for your employees.  Think of how many displaced families could have been reconnected if this type of preparedness had taken place prior to Katrina.   
Part of your planning effort should include the assembly of a “go kit”, containing important papers, prescription pharmaceuticals, non-perishable food, water, batteries, a battery-operated or hand crank-powered weather radio, etc.
Don’t count on help for at least three days after a major disaster event.  It may not be there.  Remember that any emergency is local first.  Your employees should be prepared to be on their own.   Instruct them to go to the FEMA website http://www.fema.gov/areyouready/ ; That may be the only help anyone gets from FEMA until well after any emergency.  It’s full of good advice, including a list of items to be included in a “go kit”.

Do these steps seem too “alarmist?” Does this sound like “paranoia”?  There were many in New Orleans who felt that way, too.  Sadly, the more than 1,600 people in New Orleans that felt it was “alarmist” to prepare, will never have the opportunity to worry about it again.  
Are we still comfortable relying on the government to take care of us in the face of disaster?  This author suggests that we have a responsibility to take care of ourselves, and each other, through a commitment to preparedness.  As part of the broader approach that includes private sector, government and infrastructure, it’s up to us as a society to shed the façade and take more responsibility for ourselves, our employees and our families.  In the world in which we live today, “paranoia” may just be our path to survival.  Government organizations and companies alike have an inherent responsibility to create a resilient model by which their people and infrastructure are prepared to respond effectively to the needs of their employees and constituents.  By doing so, some good can actually come from the Katrina disaster.  Perhaps we can prevent the crippling of another great American city. 
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